
Trial Closeout Requirements Are Numerous and Detailed,  
Compliance Is Crucial
By Elizabeth Tilley Hinkle

A clinical trial is far from done once 
the last trial participant completes 
the last visit and the database is 

locked; there’s still a long list of tasks 
and procedures to work through, from 
accounting for leftover investigational 
product to wrapping up final reports. 
Failing to conduct all of those closeout 
activities can put a site out of compli-
ance with FDA regulations, IRB require-
ments, the contract with the sponsor or 

even their own established policies and 
procedures.

The study closeout process is intended 
to ensure that trial activities “are rightly 
reconciled, recorded and reported at 
the end of the study,” Pooja Sood writes 
in a 2021 Cloudbyz article.1 The impor-
tance of study closeout is important 
when it comes to fulfilling regulatory 
obligations, keeping track of resources 

State, International Laws Complicate Protection  
Of Trial Participants’ Private Data
By Elizabeth Tilley Hinkle

C linical trials are all about the data, 
but when that data includes partici-
pants’ protected health information 

(PHI), researchers, study coordinators 
and other staff must ensure that they 
are compliant with a growing myriad of 
patient privacy laws and regulations.

This isn’t a matter of simply meeting the 
well-known requirements of the Health 
Insurance Portability and Accountability 
Act (HIPAA).1 Consumer concern is driv-
ing new information protections, includ-
ing the EU’s General Data Protection 
Regulation (GDPR) and a growing cadre 
of U.S. state laws governing how personal 
data — especially sensitive data like health 

information — must be protected and 
handled.2 

Research teams must fold these new 
layers of compliance into contracts and 
data-handling and data-sharing opera-
tions, and develop new privacy road-
maps to follow in 2023 and beyond.

Rapid technology advancements, 
especially in the field of data analytics, is 
a major driving force behind this concern 
about PHI in particular and privacy 
in general. Recent developments in AI 
and machine-learning techniques have 
pushed clinical research into the realm 
of “big data,” according to an article in 
Nature Medicine by Nicholson Price and 

Glenn Cohen.3 Data on medical care 
has been largely untracked and under-
analyzed. Modern data processing and 
analytical techniques, such as AI and 
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Learner Outcomes:

1. Understand the basic foundations of data 
privacy rules.

2. Discuss the impact of updates to EU privacy 
regulations.

3. Give examples of new state privacy laws and 
their objectives.

4. Describe how regulations in different jurisdictions 
impact research.

Learner Outcomes:

1. Describe the utility and benefits of checklists 
when closing a study.

2. Discuss the methods researchers use to analyze 
clinical trial data.

3. Explain how documents and investigational 
product should be handled when a trial ends.

4. Explain how to communicate with participants 
and report results.
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FDA Shares Latest Thinking on Electronic 
Systems, Signatures and Records

Acknowledging the ever-evolving 
technological and clinical research 
landscape, the FDA has published a new 
draft question-and-answer guidance on 
using electronic systems, records and 
signatures in clinical trials, providing 
greater direction on validation, digital 
health technologies (DHT) and the ap-
plicability of regulatory requirements.

The agency’s latest position on risk-
based approaches to validating electron-
ic systems recommends that stakehold-
ers consider:

	● The purpose and significance of 
the record and criticality of the 
data (how the record and data will 
be used to support a regulatory 
decision and/or ensure participant 
safety);
	● The intended use of the electronic 
system in the trial; and
	● The nature of the system, such 
as whether it’s a commercial 
off-the shelf (COTS) system or a 
customized system.

The guidance notes that validation is 
highly important for electronic systems 
used for data integration, data analysis, 
adverse event recording/processing, 
endpoint assessment and medical prod-
uct dispensation, administration and 
accountability, and agency staff may ask 
for system validation documents during 
inspections.

The guidance also offers specific advice 
on using DHTs to collect data while 
remaining compliant. For example, DHTs, 
defined in the latest guidance as systems 
“that use computing platforms, connectiv-
ity, software, and/or sensors for healthcare 
and related uses,” can be used to gather 

data from participants, but it’s important 
that sponsors define where the data origi-
nated from as part of their audit trails. 

Read the full draft guidance here: 
https://bit.ly/408icdd.

EMA Provides Direction on Electronic 
Data, Computerized Systems

The European Medicines Agency 
(EMA) has published a comprehensive 
final guidance that offers general prin-
ciples for specific computerized systems, 
processes and data in the areas of valida-
tion, user management, security and 
electronic data as well as computerized 
systems implemented at the site level.

The 52-page guidance pertains to 
instruments, software and software as a 
service used to gather electronic clinical 
data and control processes that could 
potentially impact trial participant pro-
tections and data reliability, including:

	● Electronic health records;
	● Electronic clinical outcome 
assessments;
	● Wearables and sensors;
	● Electronic case report forms;
	● Electronic trial master files;
	● Electronic informed consent;
	● Interactive response technologies 
for managing the randomization, 
receipt and supply of 
investigational medical products;
	● Systems used to conduct remote 
monitoring/auditing; and
	● AI solutions for recruitment, 
eligibility determination, coding 
of events and concomitant 
medication, data clarification, 
querying and event adjudication.

Read the guidance here: https://bit.
ly/3FBatwH.

FDA Advises on Neovascular Age-Related 
Macular Degeneration Drug Trials

The FDA has published draft guidance 
on developing neovascular age-related 
macular degeneration drugs, offering 
recommendations on trial eligibility cri-
teria, efficacy endpoints and trial design 
considerations.

The draft guidance recommends 
sponsors consider parallel-group, 
double-masked trials randomized by 
patient that aim to show investigational 
drug group superiority over the control 
group.

Sponsors can also consider an alterna-
tive trial approach that uses the same 
design but shows investigational drug 
noninferiority to either ranibizumab 
injection given intravitreally every four 
weeks, or to aflibercept given intravit-
really either every four weeks or eight 
weeks (after three monthly injections).

Generally, the agency expects safety 
and efficacy to be shown in at least two 
adequate, well-controlled multicenter 
trials that use different sites, with trials 
prespecifying one of the patients’ eyes as 
the “study eye” for efficacy analysis, even 
when both eyes are treated. For safety, 
both eyes should be tracked.

In terms of trial population, sponsors 
should include patients over age 50 from 
relevant demographic groups, the guid-
ance advises, including men, women, 
multiple races and ethnicities and dif-
ferent eye color groups. These patients 
should have choroidal neovasculariza-
tion documented by fundus photogra-
phy, fluorescein angiography or optical 
coherence tomography.

Superiority trials should enroll pa-
tients with neovascularization caused 

see Regulatory Update on page 26
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by age-related macular degeneration 
who have experienced visual loss or are 
expected to. For noninferiority trials, 
sponsors should enroll patients with the 
disease who have visual loss.

The guidance also includes a sec-
tion on clinical evaluations and safety 
considerations, and notes that because 
of the rarity of the disease in pediat-
ric patients, sponsors should consider 
asking for pediatric assessment waivers 
when submitting their required pediatric 
study plans.

Read the draft guidance here: https://
bit.ly/3IRBcXO.

EMA Looks to Ease Move to CTIS  
with New Q&A Guidance

The European Medicines Agency 
(EMA) has issued a new question-and-
answer document that clarifies require-
ments of the Clinical Trials Informa-
tion System (CTIS) and Clinical Trials 
Regulation (CTR).

The 82 questions in the new guidance 
cover a number of topics, including:

	● Clinical trial applications under 
the CTR;
	● CTIS implementation;
	● The General Data Protection 
Regulation;
	● Master data sources;
	● Safety event reporting;
	● Transparency;
	● Training and support;
	● The CTIS transition period; and
	● User management.

The guidance also includes a refer-
ences section that links to a number of 
documents, training resources, services 
and other items for navigating the CTIS 
and CTR.

Read the full Q&A guidance here: 
https://bit.ly/3kvaDhs.

EMA Releases Pediatric Addendum  
to VTE Trial Guidelines

The European Medicines Agency 
has created an addendum to its current 
guidelines on trials of venous throm-
boembolism (VTE) treatments that is 
intended to help sponsors expand stud-
ies to pediatric populations.

Extrapolation of data from adult 
trials to pediatric indications can be 
problematic in VTE, the addendum in-
dicates, due to young children’s imma-
ture coagulation/fibrinolysis systems, 
especially in children age two years and 
younger.

Pediatric trials should include par-
ticipants of different age ranges, when 
possible, but the addendum advises 
against the inclusion of newborns in 
trials due to concerns about central 
nervous system bleeding. Instead, the 
addendum suggests, trials including 
newborns should be conducted only 
after pediatric data from other trials are 
available.

Read the addendum here: https://bit.
ly/3Kde0nS.

FDA Guidance Allows Alternative Data 
Sources for External Control Arms

The FDA says trial sponsors and 
investigators may use patient-level data 
from other trials and/or real-world data 
(RWD) sources as an external control 
arm in a new draft guidance.

The guidance offers direction on 
design, analysis and bias considerations 
for trials that employ external control 
arms. Data sources may include medical 
claims, registry and electronic health 
record (EHR) data. It does not go into 
designing/analyzing natural history 
studies, the reliability and relevance 
of various RWD sources or the use of 
external control arms in traditional 
randomized trials.

Because these trials don’t randomize 
their participants, it’s important that the 
treatment and control arm groups are as 
similar as possible, the guidance notes, 
and a number of factors, including de-
mographic characteristics/comorbidities, 
disease attributes, clinical observations, 
concomitant therapies, and start of 
follow-up for the investigational treat-
ment, should be considered.

Addressing potential biases in these trials 
is critical and best done in the design phase, 
the guidance says, and protocols should be 
finalized prior to their conduct, including 
the selection of the external arm and ana-
lytic methodology, rather than choosing the 
external arm after a single-arm trial.

The guidance also cautions that suit-
able data on suspected confounding 
factors may be missing for some partici-
pants or measured differently between 
the external control arm and treatment 
arm. Before deciding whether an exter-
nally controlled trial is suitable, sponsors 
should verify that important prognostic 
characteristics can be evaluated in the 
data sources that will be used.

Read the guidance here: https://bit.
ly/3WTlkb0.

FDA Provides Draft Guidance on Early 
Lyme Disease Drug Development

A new FDA draft guidance for spon-
sors developing drugs to treat early 
Lyme disease focuses on trial designs 
for treatment of erythema migrans, a 
rash that often appears as one of the first 
symptoms in the disease’s early stages.

The guidance advises sponsors to 
conduct two adequate, well-controlled 
randomized double-blind trials that do not 
use placebos, but notes that in some cases, 
robust findings from a single trial sup-
ported by other independent clinical and/
or nonclinical data may be sufficient for 
demonstrating effectiveness to the FDA.

Regulatory Update
continued from page 25
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Trials should enroll participants who 
have early localized (a single rash lesion) 
or early disseminated (multiple rash 
lesions) disease and have resided in or 
traveled to a Lyme disease-endemic area. 
Generally, patients with musculoskeletal, 
neurologic or cardiac manifestations of 
the disease should not be enrolled.

Read the full draft guidance here: 
https://bit.ly/3wWLGhL.

FDA Issues Final Guidance on  
Cannabis Clinical Research

The FDA has finalized guidance on 
trials of human drugs containing can-
nabis and cannabis-derived compounds, 
offering updated direction on federally 
authorized sources for cannabis and 
providing references to relevant quality 
considerations.

The National Institute on Drug 
Abuse’s (NIDA) Drug Supply Program 
(DSP), which provides cannabis grown 
under contract by the University of 
Mississippi, was formerly the only 
domestic, federally legal source for can-
nabis containing more than 0.3 percent 
delta-9 THC for use in clinical research. 

But this has changed since the agency’s 
2020 draft guidance, and sponsors and 
investigators now have multiple sourcing 
options beyond the program.

A list of Drug Enforcement Adminis-
tration (DEA)-cleared growers of Sched-
ule I cannabis is located online and can 
be accessed through the guidance. The 
FDA advises that sponsors and inves-
tigators with questions about cannabis 
production and sources for research 
direct their inquiries to the DEA.

The guidance also includes a section 
with resources for quality considerations 
that are especially relevant to trials of drugs 
containing cannabis and cannabis-derived 
compounds.

Access the final guidance here: https://
bit.ly/3iUIvns.

FDA Guidance Recommends Evaluating 
Wider Range of Doses in Oncology Trials

Oncology drug trials should consider a 
wide range of dosages and how they im-
pact a wide variety of participants, rather 
than immediately titrating patients up to 
the maximum tolerated dose (MTD), the 
FDA said in a new draft guidance.

The draft re-examines traditional on-
cology protocols, which typically attempt 
to get as many participants as possible to 

the MTD to balance maximum efficacy 
with minimum adverse events.

But while that technique may have worked 
for cytotoxic chemotherapy medications 
with a steep dose-response curve, it’s not 
optimal for many new agents, many of which 
target very specific biomolecular mecha-
nisms. Once these drugs interact with their 
intended pathways, pushing the dose higher 
and higher does not necessarily increase 
benefit — but it does frequently increase the 
incidence of adverse events (AE), which can 
be enough to impact patient quality of life 
and impair adherence, the agency said.

According to the draft, before launch-
ing studies, sponsors need to have vari-
ous dose strengths available. “Perceived 
difficulty in manufacturing multiple 
dose strengths is an insufficient rationale 
for not comparing multiple dosages in 
clinical trials,” the guidance said.

Sponsors should also focus on low-grade 
AEs as well as more serious problems. Low-
grade AEs, like mild-moderate diarrhea, 
“may still significantly affect a patient’s 
ability to remain on the drug for extended 
periods,” the agency says. Patient-reported 
outcomes are a key way to assess these 
impacts, and they should be part of every 
dose-finding study, the guidance says.

Read the draft guidance here: https://
bit.ly/3XDVyZD.

Regulatory Update
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machine learning, show promise to help clinical researchers 
and healthcare professionals improve care and outcomes by, for 
instance, comparing the effectiveness of different treatments or 
developing hypotheses via genomewide association studies.

But big data can come with big challenges, including 
concerns about patient privacy. One such concern involves dis-
crimination. If employers or insurers have access to a patients’ 
sensitive health information, such as the presence of a debili-
tating or expensive disease, that patient may be at risk of losing 
employment or health insurance. In fact, recent surveys show 
that 6.6 percent of patients are “very concerned” and nearly 15 
percent “somewhat concerned” about discrimination if their 
health data were exposed. Another concern is the potential 
for patients’ PHI to cause embarrassment, paranoia or mental 
pain, Price and Cohen write.

“Striking the right balance — protecting privacy so that 
participants are comfortable providing their data, but not 
allowing privacy to drive secrecy that reduces validation and 
trust in the potential benefits arising from those data — will be 
a tricky challenge for proponents of big data, machine learn-
ing and learning health systems,” which routinely and con-
tinuously collect and analyze data to improve care. Price and 
Cohen write. “What is more, the answer will not be uniform. 
The future of big data privacy will be sensitive to data source, 
data custodian and type of data as well as the importance of 
data triangulation from multiple sources.”

HIPAA: The baseline rules

Research sites and sponsors are already familiar and comfort-
able with the patient data privacy and security requirements 
laid out in HIPAA. In short, the law requires research sites and 
other organizations classified as “covered entities” to safeguard 
the privacy of participants’ health data while ensuring that they 
understand exactly how that information will be used.

A second requirement is that covered entities put in place suf-
ficient security measures to protect the integrity and confiden-
tiality of all PHI that is transmitted electronically. This includes 
technological and non-technological safeguards to prevent 
unauthorized access to the information, including external 
hacking and internal access by non-authorized personnel.

HIPAA compliance is fairly straightforward and clinical re-
search sites are broadly familiar with that law’s requirements. Gen-
erally speaking, Compliancy Group explains in an article on its 
website, an authorization form is needed anytime PHI is shared.4

That form must contain the following statements:
	● The patient’s health information will be disclosed as 
required by law;
	● It will be shared to prevent injury or control the spread of 
disease;
	● No publication or public presentation about the clinical 
trial will reveal patients’ identities; and
	● To maintain the integrity of the study, patients may not 
have access to their PHI until the study is complete.

The informed consent form and process is closely tied to 
HIPAA compliance, as well. This is the point at which a study 
coordinator or other designated research site employee will 
explain not only the clinical trial itself, but also what PHI will 
be collected and how it will be used. An assurance of confiden-
tiality and formal patient agreement to having that PHI used 
for the stated purposes is important.

To use and disclose PHI for research purposes without spe-
cific patient authorization, researchers must also obtain docu-
mented IRB or privacy board approval. To use information 
in preparation for research, researchers must document and 
disclose that the PHI will only be used to prepare a protocol 
“or for similar purposes preparatory to research,” Compliancy 
Group notes. This could include early stages of study design or 
to assess the feasibility of conducting a clinical trial.

And finally, a data use agreement can be entered by the 
research organization and the HIPAA covered entity covering 
limited data sets used for research, public health or healthcare 
operations.

But “HIPAA is a floor, not a ceiling; it’s the base from which 
to facilitate the legal and safe exchange of patient data,” ac-
cording to Anju Software.5 And this concept is highlighted by 
the recent boom in consumer and patient data privacy laws 
around the world.

EU regulations: A step beyond HIPAA 

An important regulation among those is the EU’s GDPR. 
This regulation applies to a variety of businesses that handle 
customer data, including clinical research organizations, 
within the EU and European Economic Area (EEA).

Under the GDPR, covered entities must protect the privacy 
of all patients’ data, including not only information coming 
from investigators and other site staff, but also from CROs, 
vendors and sponsors. Transferring trial data and patient 
health data outside the EU and EEA requires that certain 
contractual safeguards are in place, such as corporate rules, 
a code of conduct and data protection clauses stipulated by 

Privacy Challenges
continued from page 23

see Privacy Challenges on page 29
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the European Commission or Privacy Shield certification for 
transfers to the U.S.

And compliance with HIPAA does not necessarily mean 
data processing complies with the GDPR. The EU regulation 
is broader than HIPAA, applying outside the healthcare arena. 
And the two take different tacks to protect health data. While 
HIPAA includes any demographic data that allows identifica-
tion of a patient as PHI, the GDPR includes race, ethnicity and 
religion, plus biometric, genetic and other health data in its 
definition of protected information, according to Anju Software.

Zia Ilyichsh Maharaj et al. note in an article on the Interna-
tional Association of Privacy Professionals (IAPP) website that 
some sponsors outside the EEA have adopted the view that the 
GDPR does not apply to them because they do not have access 
to identifiable patient data.6 This is a mistake. Sponsors don’t 
usually have access to data that can be readily linked to an in-
dividual without some additional information. But the GDPR 
specifies that pseudonymized data is considered personal data 
under the regulation. 

Research sites’ specific obligations under the GDPR de-
pend heavily on the roles that they play, note Andrew Epstein, 
Anne-Gabrielle Haile and Elisabethann Wright of the Cooley 
law firm.7 Sites may act as data controllers, joint controllers or 
processors, depending on specific national requirements. Sites 
in the Netherlands are always considered joint controllers with 
study sponsors, for instance, while those in France and Bel-
gium are usually deemed to be processors. Under the GDPR, 
controllers have greater obligations to protect data privacy and 
face greater liability in the case of a data breach.

Another question that often arises is whether a sponsor 
should be considered an independent data controller with 
regard to patient data processed as part of the clinical trial. 
Another possibility is that the sponsor is considered a joint 
controller with the PI, research site or another party.

The answer will vary depending on the specific circumstance, 
according to Maharaj et al. For instance, if a PI and a sponsor 
decide to launch a clinical trial together and collaborate to de-
velop a study protocol, they would be considered joint control-
lers for the clinical trial. But if the sponsor alone designs the 
protocol, the PI and/or site would be considered a processor and 
the sponsor deemed the controller for that study.

“Having the right contractual agreement in place and ensur-
ing that all parties comply with the GDPR is critical to help 
mitigate risks,” according to the Cooley law firm’s Epstein 
and co-authors. “This becomes particularly relevant for joint 

controllers, as the sponsor and sites are jointly liable under the 
GDPR.”

Data protection obligations can be spelled out in numerous 
ways. They may be included in the body of the clinical trial 
agreement, for instance, or spelled out in a contract annex. A 
stand-alone agreement specifically addressing data privacy 
and protection roles and responsibilities can also be drafted; 
this can be advantageous in countries such as France, where 
a particular template must be used when negotiating clinical 
trial agreements with sites.

GDPR-CTR: A protection for genetic and other data  

But it’s not enough to consider the GDPR alone. That regu-
lation also interacts with the EU Clinical Trials Regulation 
(CTR), which requires special protections for health, genetic 
and biometric data generated and used during the course of 
clinical research.8 This interaction in terms of data privacy is 
most commonly seen in the informed consent process. For 
instance, informed consent under the CTR may have different 
legal qualifications compared to the “explicit consent” refer-
enced under the GDPR.

That means that patients’ informed consent to participate in 
trials also indicates they consent to their data being processed. 
However, this consent still needs to be separate and explicit.

In terms of consent, the CTR obligates research organiza-
tions to obtain written informed consent from all patients 
before they participate in the clinical trial. Under the GDPR, 
consent relates to the processing of personal data, according to 
the Cooley authors.

“However, legal bases other than consent can be used for the 
processing of personal data, including within the context of a 
clinical trial,” they write. 

Therefore, organizations are advised against using consent 
as a legal basis for processing study participants’ personal data. 
An alternative legal basis, such as legitimate interests, would 
be a better option.

It’s also worth noting that in some EEA countries, includ-
ing the Netherlands, ethics committees require use of patient 
consent as a legal basis both for study participation and for 
processing of personal data of patients enrolled in a trial, the 
law firm adds.

New state laws: An echo of EU regulations

Meanwhile, several states have decided to tackle consumer 
data privacy protections on their own for businesses operating 

see Privacy Challenges on page 30
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within their borders. And they seem to have taken tips from 
the GDPR, with most of them containing provisions that echo 
those found in the EU regulation, according to Anna Westfelt, 
head of data privacy at the Gunderson Dettmer international 
law firm, and colleagues.9

California led the way with the California Consumer Pri-
vacy Act (CCPA), which applies to any entity doing business 
in California that shares — whether for sale or not — personal 
information of at least 100,000 state residents or households.10

The CCPA, initially passed in June 2018, was amended in 
2020 to reduce the threshold of information-sharing to 50,000 
consumers. It grants consumers rights to limit disclosure of 
information similar to those found in the GDPR and to correct 
inaccurate personal information, along with other modifica-
tions. The resulting new California Privacy Rights Act (CPRA) 
will take effect July 1, 2023.11

Several other states have followed suit with similar privacy 
legislation that takes effect this year; these include similar cri-
teria regarding the amount of personal information processed 
during a calendar year. The Virginia Consumer Data Protection 
Act took effect Jan. 1, 2022.12 The Colorado Privacy Rights Act13 
and the Connecticut Act Concerning Personal Data Privacy and 
Online Monitoring14 will take effect on July 1, 2023, and the Utah 
Consumer Privacy Act will do so on Dec. 1, 2023.15

Requirements under these state laws mirror obligations 
in the GDPR, such as notice, data subject rights and secu-
rity measures, but “to date, effective state laws all contain an 
exception for personal information collected in the context of 
HIPAA subject data or research activities, such as clinical tri-
als,” according to Mallory Acheson, counsel at Nelson Mullins, 
and Michael Halaiko, a partner at the firm.16

In most cases, HIPAA preempts certain elements of state-
level consumer data privacy laws — particularly if HIPAA’s 
standards are more stringent than those of the law in question. 
But research sites shouldn’t make the mistake of assuming 
that state laws never apply to health data. This is a particular 
concern when health data held by non-HIPAA-covered entities 
is involved.

“For healthcare organizations, the challenge can be deter-
mining how a state defines certain health information and 
related personal information and analyzing whether the new 
law requires changes to the healthcare organization’s privacy 
and cybersecurity practices,” Ryan Blaney, head of Proskauer 
Rose’s global privacy and cybersecurity group, says in a Health 
IT Security article.17

Other U.S. federal laws: More to consider

But that is not all that clinical researchers need to consider 
when it comes to patient data protection. Other federal laws 
can play a role in what step sites and sponsors have to take to 
safeguard the integrity of the data generated and the privacy of 
patients enrolled in studies, as well as ensuring that transfer of 
this PHI is secure and only to permitted affiliates.

For instance, Congress is also considering a new federal 
bill dubbed the American Data Privacy and Protection Act 
(ADPPA), which would establish a national system for con-
sumer data privacy protection.18 The bill echoes the GDPR in 
many ways and would supersede state privacy laws. It covers a 
variety of sensitive data types, including “any information that 
describes or reveals the past, present or future physical health, 
mental health, disability, diagnosis or healthcare treatment of 
an individual.”

It would apply to entities that are subject to the Federal 
Trade Commission (FTC) Act and the Communications Act 
of 1934 as well as nonprofit organizations. It would not apply 
to entities already subject to HIPAA, but it could affect the 
way research organizations collect data for clinical research. 
For instance, companies that collect real-time physical health 
data gleaned from mobile apps or wearable trackers would be 
subject to the ADPPA.

“One of the main drivers of the ADPPA has been having 
five specific state-level privacy laws and the concern that other 
states are really close to adopting similar state-level privacy 
laws, and that's going to create complexity and confusion,” 
Blaney explains.

Additional challenges will arise for companies that fall into 
a gray area in which they are not covered entities but they re-
tain sensitive health data. For example, third-party health apps 
will have to strictly adhere to privacy laws under the FTC’s 
health breach notification rule, an article in Health IT Security 
notes.19 And this could impact how research sites, CROs and 
sponsors need to handle use of health tracking apps and asso-
ciated wearable devices, affecting vendor agreements and how 
that information is collected, processed and shared.

A federal bill would ideally ease the state-by-state complex-
ity that comes along with each state having slightly different 
standards surrounding consumer data privacy, according to 
the article. In the meantime, HIPAA-covered entities and 
non-HIPAA-covered entities that maintain health data to any 
extent must pay close attention to the nuances of various state 
and federal laws. The ADPPA has been placed on the House 
calendar, but no action has been taken as of yet.
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The 21st Century Cures Act also plays a role, Jennifer Bold-
uc, vice president of population health at NextGen Healthcare, 
notes in a MedCity News article that the new requirement to 
share identifiable patient data for treatment, payment and 
healthcare operations and to prevent information blocking are 
“seemingly in opposition to the need to protect patient pri-
vacy.” Protections exist for data-sharing between organizations 
in the form of data use agreements. For patients, sharing data 
is an “all or nothing” proposition, where they choose to opt in 
or opt out of sharing their data based on state regulations.”20

Privacy plans: A new roadmap

So research sites and sponsors are faced with the question 
of how they may need to modify their existing PHI protec-
tion and data security plans to ensure compliance with all 
applicable requirements. Organizations such as research sites 
and hospitals that fall under HIPAA requirements already are 
held to data privacy and security standards higher than those 
applied in most industries. In some cases, HIPAA compliance 
will meet or exceed some more general data privacy standards.

“Unlike many other types of organizations, healthcare 
organizations have a foundation of complying with HIPAA. 
They are experienced in entering into business associate agree-
ments with their vendors, implementing HIPAA compliance 
training for their workforce and responding to patient requests 
to transfer medical records,” Blaney says. “However, health-
care organizations still need to closely follow the various state 
privacy laws and ensure that they are able to supplement their 
policies, procedures, and practices.”

In other words, compliance with HIPAA is a firm founda-
tion but other steps may be necessary to ensure that all ap-
plicable federal, state and international requirements are met, 
Westfelt and her team write.

Similarly, organizations that are already compliant with the 
GDPR and/or the CCPA may not have to do much, if anything, 
to ensure compliance with other state privacy laws. But that 
doesn’t mean that they don’t have to review emerging new laws 
carefully in any state where a site might be engaged for a clini-
cal trial. Failure to do so could mean violating an important 
state requirement and putting the success of the study at risk.

A data protection strategy will be critical to clinical re-
searchers going forward. This will need to include adequate 
data security and privacy measures to protect electronic health 
records. And the strategy must cover all data — structured and 

unstructured, emails, documents, scans, etc. — while still al-
lowing for easy sharing between healthcare providers.

Protections must include physical and technical safeguards, 
such as limited facility access, data access only with autho-
rization, policies about use and access to workstations, and 
electronic media and restrictions on all handling of elec-
tronic media and electronic PHI. Technical access controls 
can include use of unique user IDs, automatic log-off, use of 
encryption technology and audit reports or logs to record all 
activity on both hardware and software systems, according to 
an article in Data Insider.21

When it comes to creating a privacy protection roadmap, 
sites, sponsors and CROs all need to consider how data privacy 
regulations and laws will affect their activities during clinical 
research. One approach is to break requirements from each 
applicable law into three broad concepts that apply across the 
board.

Grouping personal data privacy policies and considerations 
into three general concepts can help guide sites through the 
myriad applicable regulations, according to Florence Healthcare.22

The first concept is “notice,” which simply means informing 
patients how their personal data is handled or processed and 
protected. Consent forms, privacy policies, contracts, end-user 
license agreements and even cookie pop-ups on websites are 
examples of this type of notice.

The next concept is “permission.” Researchers must get 
permission from patients to use their personal data in any way. 
This process should be familiar to most sites because it is often 
included in the informed consent process. In this area, the 
GDPR requirements are currently the most stringent, so sites 
in compliance with the EU regulation may be able to lever-
age that compliance to meet emerging state laws. The GDPR 
specifies that it’s lawful to handle personal data if one of the 
following six reasons applies:

	● The patient explicitly agrees (consent);
	● An agreement with the individual is in place (contract);
	● The information is required for genuine research needs 
(legitimate interests);
	● A law requires collection or use of the data (legal 
obligations);
	● The patient’s life is at risk without use of the personal 
data (vital interests); or
	● The data is necessary to protect public health (public 
interest).

The final concept is “choice.” When a site handles a patient’s 
personal data, that individual must be given the opportunity 
to exercise rights provided in applicable privacy laws and 
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regulations. Under the GDPR, for instance, individuals can 
submit a Data Subject Access Request to access or choose how 
their information is handled.

Another approach to creating your privacy roadmap can be to 
focus on the areas where developing data privacy laws and clini-
cal trials intersect, Acheson and Halaiko recommend. Careful 
evaluation of how these factors may impact conduct of clinical 
studies can help guide research sites and sponsors on how their 
PHI control policies and procedures must evolve. This can be 
especially useful for laws such as the GDPR and emerging state 
laws that apply beyond the clinical research arena.

The first of these areas is the definition of roles and respon-
sibilities. HIPAA remains the seminal privacy law applied to 
covered such entities as healthcare providers, health insurers 
and their “business associates” in the U.S., they write. That 
means that HIPAA compliance is required for most research 
institutions and research sites. Sponsors, however, are not 
typically defined as a “covered entity” or “business associate” 
under HIPAA. Therefore, they tend to avoid accepting respon-
sibility for HIPAA compliance in their contracts with research 
sites, although they “normally agree to maintain PHI confi-
dentially and only use, process and store such information as 
allowed by the applicable informed consent form,” Acheson 
and Halaiko write.

In the EU, on the other hand, the GDPR applies to all par-
ties involved in a clinical trial, including sponsors. For larger 
international trials, this may affect contracts between sites 
outside the U.S. and sponsors; in some cases, the parties could 
opt to draft all contracts to meet the stricter GDPR standards.

The various state laws and how they define the entities cov-
ered by their provisions can further complicate this.

What that means for clinical research is that both sponsors 
and sites need to carefully assess each study to determine all 
parties’ responsibilities under HIPAA, GDPR or any other 
applicable laws. This includes such vendors as equipment 
and software providers as well. The primary consideration is 
whether each party can be considered a data controller, data 
processor or possibly both.

“Factors to consider in making such a determination include 
the following: is that party determining the purposes and 
means of processing personal data (controller) or is that party 
simply processing personal data at the direction of another 
party (processor)?” Acheson and Halaiko write.

The next step is to interpret each party’s role in a clinical 
trial under each applicable law. For instance, GDPR applies to 

data controllers, setting standards for how data is processed. 
For instance, a CRO would generally be a processor, while a 
sponsor acts as a controller. But the role of clinical trial sites 
themselves, along with other parties, is less clear.

Further complicating matters, “in many instances, the 
different parties wear different hats for different data cohorts, 
which may lead to tension between the parties regarding 
respective roles,” Acheson and Halaiko write. “An institution 
may be a data processor for clinical trial data but a data con-
troller for the study subject’s medical records and health data.”

These roles must be identified and understood before a 
trial begins to ensure compliance with not only HIPAA, but 
GDPR for international trials and state laws, depending on a 
site's locations. Further, affected site staff — such as investiga-
tors, coordinators, nurses and data processors who collect and 
handle patient data — will need to be trained in these topics to 
ensure they understand their new roles in protecting patient 
privacy.

The second key area is cross-border transfer of patient data, 
a common occurrence in large multinational trials. The GDPR 
generally bans transfer of personal data covered under the law 
to an area outside the EEA unless the recipient’s jurisdiction 
provides sufficient data protection, the data exporter provides 
safeguards, including the EC standard contractual clauses, or 
an exemption applies.

For clinical trials, this can be complicated. In December 
2022, the EC determined that U.S. data protection standards 
are essentially equivalent to those demanded under the GDPR. 
This was a necessary step towards a potential data protection 
framework between the EEA and the U.S. 

But the issue remains complicated for clinical trials, Ache-
son and Halaiko say. For instance, use of similar exemptions 
for clinical trials is ambiguous; the GDPR specifically says they 
should not be relied upon for repetitive data transfers, which 
are common during the course of a clinical trial. Another issue 
is that the “explicit consent” for patient data-sharing required 
under the GDPR “may be complicated when dealing with 
secondary uses or parties who do not have direct access to the 
data subject,” they say.

And the final area revolves around notice requirements 
under the GDPR. A central tenet of that law is to make sure 
data subjects — enrolled patients, in the case of a clinical trial 
— have enough information to understand exactly how their 
data is used and a means to control that use. So the obligation to 
provide notice to patients is a key part of the GDPR.

But this can be challenging in the clinical research arena. 
On its face, the requirement is straightforward, and notice 
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about collection and use of data can be included in the in-
formed consent procedures. But sponsors and sites often make 
use of data collected in a given trial for secondary uses in ad-
ditional medical research.

“However, parties often do not directly collect personal data 
from data subjects or data may be provided in a pseudony-
mized form, inhibiting true notice and (re)consent,” Acheson 
and Halaiko say. “This prevention or complication of access to 
data for secondary uses has been seen in the industry as im-
posing handcuffs on the medical research industry, and many 
call for an updated solution to both protect personal data and 
facilitate necessary medical research.”

State laws: Customize your roadmap

And when it comes down to it, the emerging state laws 
covering data privacy may prove to be the most challenging 
for research organizations accustomed to dealing mostly with 
federal and international laws developed specifically for clini-
cal trials.

“There are several important changes coming into play in 
2023, and most companies will need to update existing privacy 
notices, extend additional rights to consumers and update 
contracts with vendors, among other things,” Westfelt writes 
with regard to state data protection laws.

These state laws are not specific to healthcare, so research 
sites and sponsors need to carefully evaluate them to make 
sure they apply them correctly to data privacy protections in 
clinical trials.

To prepare for potential need to comply with these and 
other state laws, Westfelt’s team recommends that organiza-
tions with operations in affected states do the following:

	● Determine whether the state data privacy law applies 
to the organization, and conduct a gap assessment of 
existing privacy compliance programs. This process 
must include an assessment of whether a site acts 
as a “business” or “controller,” whether it would be 
considered a “processor,” “contractor” or other category, 
and whether it meets the thresholds for private data-
handling under each law.
	● Make sure data inventory and compliance records are 
up to date. “Many existing privacy laws already require 
data inventories, and most companies have already gone 
through some form of a data-mapping exercise,” Westfelt 
says. However, updates under the 2023 state privacy laws 

will be needed. “You will also likely need to update your 
data map to account for online advertising tools and 
tracking technologies in place, as well as profiling and 
automated decisionmaking.”
	● Determine whether certain regulated processing 
activities that trigger additional requirements occur as 
part of normal activities. For instance, organizations 
should evaluate whether disclosure of personal 
information to third parties — such as a sponsor or 
CRO — constitutes a “sale” of personal information 
under any given state law and whether sensitive personal 
information is processed, which is a likely scenario where 
health data is concerned.
	● Strategize a compliant approach with respect to 
applicable personal information rights.
	● Assess and update, as needed, privacy policies, cookie 
consent mechanisms, and customer and vendor 
contracts. That includes data-processing agreements and 
privacy notices to employees and candidates under the 
California rules.
	● Consider technical solutions to support compliance with 
state laws. For example, the CPRA and the Colorado 
privacy law require that websites for affected entities 
honor global privacy signals — a browser setting that 
notifies websites of a user's privacy preferences, such as 
not to share or sell personal data without their consent — 
by sending a signal to each website a user visits.
	● Determine whether a data protection impact assessment 
is needed based on each state law’s specific provisions and 
how they apply to the organization.
	● Make sure a data retention policy exists and is followed 
throughout the organization. This policy should specify 
the necessary retention period for each type of data, 
which may be affected by FDA and other regulations.
	● Ensure that a data security system exists that can reliably 
safeguard patient data and that data breach preparedness 
meets legal requirements appropriate for the level of risk 
associated with data collected.

In short, covered entities, as defined by each state’s laws, should 
hold themselves to high privacy and security standards, just as 
HIPAA does. With HIPAA compliance locked down, covered 
entities can continue to improve their security posture and safe-
guard patient privacy in compliance with state and federal laws.

“The key advice is to think what you are doing with patient 
information — with partnerships with technology vendors — 
if you were scrutinized by a regulator, would you be comfort-
able with what you're doing?” Blaney says. “Would you be able 
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to support everything you are doing with that patient infor-
mation from a regulatory perspective? As you are complying 
with HIPAA, are you also complying with potential state-level 
and FTC-level regulations, guidance and recent enforcement 
actions, and will your practice be able to hold up to scrutiny 
against those regulators?” 

At the end of the day, data is the most valuable currency used 
in and generated from clinical research. The myriad laws gov-
erning the collection, use and storage of that data are growing 
in importance among the many regulations that sponsors, CRO, 
sites and other clinical trial stakeholders already must navigate.

It is imperative that parties to clinical research understand 
which laws apply and how each party’s role in the research im-
pacts responsibility for securing the data and how and where 
the data may be used. With growing concern among lawmak-
ers, consumers, patients and study participants about personal 
data privacy, it is more likely than not that these types of 
laws and regulations will continue to proliferate, evolving as 
technology and ability to manipulate and share data continue 
to develop.

Staying on top of these developments will be crucial for re-
searchers to be able to continue generating data from patients 
without compromising their privacy. 
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invested in the trial, ensuring that research questions are an-
swered and making sure study results are shared to contribute 
to the collective medical knowledge base and improve care for 
all patients. 

All sites should have an established closeout strategy, ac-
cording to research physician Deepak Behera.2 This can help 
keep team members on track and focused on key tasks, while 
also ensuring that both good clinical practice (GCP) require-
ments and industry best practices are followed. This is also 
where a closeout checklist comes into play. Without one, data 
might not be stored properly or it might be difficult to access.

“A well-thought-out closure process can help ensure that all 
of the necessary data has been collected and stored in a way 
that will benefit future research and development,” Behera 
writes. “If you do not take the time to create a clinical trial 
study closeout checklist, there is a chance that important data 
could get lost and ultimately hinder future projects.”

The strategy should also include an action plan that de-
scribes the objectives of closeout activities and helps team 
members understand how they will work together as well as 
who has final responsibility for each task. 

The closeout strategy should be a sitewide general approach 
that applies for both current and future studies. Having a set of 
routines for clinical trial conclusions can help ensure consis-
tency in performance.

And it should be grounded in regulatory requirements. 
Provisions in 21 CFR 312, Subpart D cover the responsibilities 
of sponsors and investigators during clinical trials, including 
specific requirements for study closeout activities.3 Regulations 
at 312.57(a) address recordkeeping to track correct handling of 
investigational product throughout the clinical trial and after 
the study has ended. Other provisions include requirements for:

	● Disposition of unused investigational product supplies;
	● How long sites and sponsors must retain study records 
and reports; and
	● Submission of the final study report.

For international trials, the regulatory requirements of 
other countries or regions may also apply. Familiarity with the 
provisions in the International Council on Harmonization’s 
(ICH) GCP guideline, ICH E6(R2), will help research organi-
zations navigate some of these requirements.4 The guidance 
focuses heavily on what documents need to be completed and 
retained at the end of a clinical trial by the investigator and by 
the sponsor. It also addresses the final report by the investiga-
tor and regulatory reports by the sponsor.

The importance of the checklist

While sponsor contracts will often include some study 
closeout provisions, sites should have their own closeout pro-
cesses in place. Fully understanding the regulatory mandates 
and ICH principles that apply at the end of a clinical trial helps 
sites develop a solid strategy for ensuring that the conclusion 
of each clinical trial goes smoothly.

One valuable tool that sites should include in their closeout 
strategy is a checklist, experienced sites and regulatory experts 
agree. Behera notes that it provides both the sponsor and the 
site research team with a list of key tasks, including who is re-
sponsible for each one. Some items are common to many study 
closeout checklists, including:

	● Review the project scope and ensure all activities are 
fully completed.
	● Examine the project documentation for completeness 
and accuracy. Check for signatures, dates and project 
identification numbers.
	● Finalize payments. If the study is being conducted using 
federal funds, ensure that any remaining balance on your 
grant or contract is repaid.
	● Debrief to identify lessons learned. The success of the 
study should be examined relative to the goals.
	● Finalize reports. In the event that your organization 
requires a final report, make sure it is complete.
	● Update your inventory and ensure that any unused 
materials are returned or properly disposed of in 
accordance with appropriate guidelines.
	● Submit a final report, including documentation of all 
project deliverables, to all parties involved in the project, 
including the sponsor.
	● When possible, conduct a closeout meeting with all team 
members to acknowledge the accomplishments of the project.

These types of tools can help identify any “missing puzzle 
pieces,” Behera says. For instance, the checklist might include 
review of all data collection forms to ensure that there are no 
incomplete submissions.

Examples of academic organizations that use this method 
include the University of California-San Francisco (UCSF), 
which highlights six critical tasks.5 It emphasizes developing 
and following a checklist. Some of the highlights include prin-
cipal investigator (PI) duties, such as:

	● Confirming the sponsor is ready to close the study;
	● Scheduling a closeout visit with the sponsor and/or 
monitor;
	● Preparing for that visit by collecting all study materials;
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	● Preparing participant files, such as medical records and 
informed consent documents, for storage, including de-
identification if necessary;
	● Returning sponsor equipment and materials; and
	● Ensuring that the research pharmacy is prepared to 
destroy or return leftover investigational product.

The checklist must also address any tasks related to the site’s 
billing system, such as preparing and sending final invoices, 
confirming with accounting staff that the study is ready to 
close and identifying which payments have been received and 
whether there are any outstanding invoices.

The University of North Carolina-Chapel Hill (UNC) breaks 
out tasks into those involving the sponsor and/or monitor, 
investigational product handling and document management 
and storage.6 Tasks in the first category fall largely to the PI, 
but the study coordinator can also be involved, along with 
other specific staff as needed to address monitors’ questions or 
ensure the completeness of documents. These include:

	● Scheduling and conducting the closeout visit, either remote 
or in-person, with the monitor/sponsor representative;
	● Collecting any medical records or source documents that 
the monitor may need to review;
	● Resolving any pending monitoring findings or queries;
	● Reviewing all essential and regulatory documents to ensure 
they are current, complete, accurate, filed appropriately and 
available to the monitor at the closeout visit;
	● Reviewing all research records to ensure compliance with 
similar criteria; 
	● Ensuring that notes-to-file exist for any violations, deviations 
or other occurrences that require additional explanation;
	● Closing out the study in the site’s clinical research 
management system; and
	● Ensuring that all outstanding invoices have been paid 
and closing out the account with the university’s office of 
sponsored research.

Investigators, coordinators play key roles

As shown in the examples above, a checklist does more than 
just detail specific tasks to be done. It also can identify which 
personnel at a site are responsible for each activity. The PI and 
study coordinator will typically take lead roles in conducting 
or overseeing activities that occur after a trial has ended.

As with the whole of the clinical trial, the PI holds primary 
responsibility for study closeout activities, although the sponsor, 

monitor and other parties may have specific responsibilities as 
well. This can vary among sites, sponsors and studies, but many 
commonalities exist.

One of the PI’s most important jobs is to generate the study 
closeout report that is submitted to the IRB, Sood notes. This 
report is intended to inform the IRB about the study closeout 
activities, study outcomes and any problems that may have 
arisen, as well as whether study goals were achieved. It should 
also include records of any serious or unexpected adverse events. 
The sponsor is generally responsible for writing this report; in 
an investigator-initiated trial, the PI would be responsible.

The PI is also responsible for closing out the study/protocol 
with the governing IRB. Many sites have criteria that must be 
met before this can happen. At the Icahn School of Medicine 
at Mount Sinai, for instance, the following conditions must be 
met before the IRB protocol may be closed:

	● Enrollment is closed and research-related activities, 
interventions or interactions with human subjects have 
been completed;
	● All queries have been resolved;
	● Protected health information and records are no longer 
required by the study team or sponsor (data locked); and
	● Sponsor has conducted a closeout visit and issued a 
closeout letter (sponsor grants permission to close the 
study with the IRB).7

The study coordinator also has a key role to play during 
study closeout. The coordinator’s duties can vary from site to 
site and from trial to trial, but some tasks are fairly consistent-
ly assigned to the study coordinator across trials, according to 
job descriptions on the Clinical Research Solutions website.8 
These can include:

	● Ensuring that final sign-off of electronic case report 
forms (CRF) is received in a timely manner;
	● Returning or disposing of unused study supplies and 
medications per SOP and/or sponsor instructions, 
working in tandem with the research pharmacist and PI, 
as necessary;
	● Reviewing the regulatory binder for completion of 
critical reports, including the IRB closeout report, 
and review of all reported deviations for appropriate 
documentation, often in cooperation with the PI;
	● Forwarding all material to support the closing of a study 
as required by the sponsor;
	● Supporting storage of site copies of CRFs, the regulatory 
binder and all other pertinent study-related material in a 
secured area until notified by the sponsor/CRO regarding 
proper disposition; and
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	● Facilitating audits by the sponsor, the FDA or other 
regulatory agencies as appropriate by providing all pertinent 
study-related records and being available for clarification.

Final report relies on the math

One of the PI’s most important jobs after completion of a 
clinical trial is drafting and submitting the final report on the 
clinical trial to the IRB and the sponsor. This report is impor-
tant because it will include the final statistical analysis of all 
the data generated throughout the trial and draw conclusions 
about the study’s success — or lack thereof — in demonstrat-
ing the safety and efficacy of the investigational product. 

For a clinical trial to be considered a success, investigators 
and sponsors must be able to demonstrate that the study suc-
cessfully met its objective. This means several criteria must be 
met, according to the Orlando Clinical Research Center.9 These 
can include:

	● A sufficient number of people were enrolled to generate 
meaningful data on the product’s safety and efficacy;
	● A clear difference in data from participants receiving the 
experimental drug and those receiving a placebo or other 
control group; and
	● Proof of understanding of how the investigational 
product is metabolized within unique segments of the 
target population.

“The success of a clinical trial depends on the quality of the 
data,” Sood writes. “Hence, ensure that the data integrity is 
maintained throughout the clinical trial process. Generate data 
quality reports towards the end of the trial and at closeout.” 

And the analysis of that data is featured heavily in the final 
report. Statistical analysis of all study data is necessary to il-
lustrate the study’s success or failure. While some analysis of 
data gleaned from a clinical trial is ongoing during the course 
of the trial, final statistical analysis must be completed after 
the data is complete and locked. This analysis serves to dem-
onstrate that the investigational product is effective in treating 
the target disease or condition and safe for human use.

Cognivia suggests in a 2021 blog post five steps to effective 
analysis of clinical trial data, which occur throughout conduct 
of the study, not just after its conclusion:

	● Decide on a hypothesis, such as the efficacy of an 
investigational product in treating the target condition. 
This could include measuring superiority to a placebo or 
competitor.

	● Calculate the study power related to the probability of 
detecting differences between study groups and required 
sample size.
	● Develop a statistical analysis plan that considers study 
variables and data transfer, adjustments for covariates, 
outlier detection, handling of missing data and 
study population characteristics. This plan should be 
established before a study starts to remove potential bias 
that could occur if parameters are adjusted during the 
trial.
	● Run the study and collect the data.
	● Conduct the statistical analysis and report the outcomes.10 

The most common statistical method used to analyze 
clinical trial data is analysis of covariance (ANCOVA), which 
includes one or more covariates and helps statisticians “bet-
ter understand how a factor impacts a response variable after 
accounting for some relevant, unchanging characteristics,” 
according to Cognivia. This approach is most useful to nor-
malize data related to innate participant traits, such as age 
or body mass index, allowing more precise understanding of 
the investigational product’s treatment effect. Other possible 
methods include:

	● Analysis of variance (ANOVA), used to determine how 
one factor affects a response variable;
	● Multivariate analysis of variance (MANOVA), which 
is the same as ANOVA except that it uses two or more 
response variables; and
	● Multivariate analysis of covariance (MANCOVA), which 
adds one or more covariates to the MANOVA approach.

The ICH E9 guideline for statistical principles applied in 
clinical trials specifies that “Sponsors can use ANCOVA to 
adjust for differences between treatment groups in relevant 
baseline variables to improve the power of significance tests 
and the precision of estimates of treatment effect.”11

Once all of the analyses are completed, the final study report 
must be submitted in a timely manner in accordance with 
regulations and IRB requirements. FDA regulations at 21 CFR 
312.64 state simply, “An investigator shall provide the sponsor 
with an adequate report shortly after completion of the investi-
gator’s participation in the investigation.” 

Similarly, Section 4.13 in the ICH E6 guideline states that the 
investigator “should provide the IRB/IEC with a summary of 
the trial’s outcome, and the regulatory authority(ies) with any 
reports required,” but does not set a specific deadline for doing 
so. Many IRBs have their own deadlines, often about 30 days 
after study completion, as does the Icahn School of Medicine at 
Mount Sinai.

see Trial Closeout on page 38
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While the PI’s or research team’s role in preparing these 
reports is generally emphasized, the ICH guideline, at Section 
5.22, also notes that the sponsor is ultimately responsible for 
ensuring that reports are prepared and submitted as well as 
ensuring that any regulatory filings are properly made.

Focus on document completion, retention

One of the most important parts of study closeout is docu-
ment collation and storage that complies with all regulatory and 
IRB requirements as well as sponsor instructions specific to the 
study protocol.

Document management, storage and retention require 
immediate attention once research is completed, Sood empha-
sizes. All key study documents must be archived properly in an 
off-site location where they can be retrieved for another seven 
years or as prescribed in the study-specific agreement.

Sites and sponsors must comply with a variety of regulations 
when developing a plan for retaining and storing clinical trial 
documents. For instance, FDA regulations at 21 CFR 312.62 
mandate that the “investigator shall retain records required to 
be maintained under this part for a period of two years follow-
ing the date a marketing application is approved for the drug 
for the indication for which it is being investigated; or, if no 
application is to be filed or if the application is not approved 
for such indication, until two years after the investigation is 
discontinued and FDA is notified.”

And 21 CFR 312.57 specifies that the study sponsor must also 
retain study records and reports for two years after a market-
ing application is approved or for two years after delivery of 
the product for investigational use is discontinued in cases in 
which no approval is issued.

The ICH E6 guideline echoes those requirements, stating in 
section 5.5.11 that sponsor-specific essential documents “must 
be stored for at least two years after marketing approval in an 
ICH region or, where no approval is issued, for at least two years 
after end of the clinical trial. The ICH guidance further states, in 
section 5.5.7, that the sponsor must retain all documentation in 
accordance with the regulations in the country where the new 
product is approved or where the sponsor is seeking approval.

HHS regulations regarding human subject protection 
require that sites retain records of IRB activities and other 
records often held by investigators for at least three years after 
completing a clinical trial.12 Other regulations also apply and 
may require that these documents be retained longer. Among 

these critical records is documentation of informed consent. 
Records may be preserved as hard copies or in electronic or 
other media format, as long as they are accessible for inspec-
tion and copying by HHS representatives. It is not necessary 
that investigators retain multiple copies of records.

HHS also notes that when individual institutions have their own 
policies and procedures for post-study record retention, investiga-
tors must adhere to them. If an investigator designated to maintain 
records on behalf of a particular site leaves that institution, the two 
parties should identify a successor who will pick up responsibility 
for those records for at least the HHS-required duration.

ICH E6 further outlines how sites and sponsors should go 
about storing the clinical trial documents for that duration. 

“The sponsor and investigator/institution should maintain a 
record of the location(s) of their respective essential documents 
including source documents. The storage system used during 
the trial and for archiving (irrespective of the type of media 
used) should provide for document identification, version 
history, search and retrieval,” the guidance states. “Essential 
documents for the trial should be supplemented or may be 
reduced where justified (in advance of trial initiation) based on 
the importance and relevance of the specific documents to the 
trial. The sponsor should ensure that the investigator has con-
trol of and continuous access to the CRF data reported to the 
sponsor. The sponsor should not have exclusive control of that 
data. When a copy is used to replace any original document, 
the copy must fulfill the requirements for certified copies. The 
investigator/institution should have control of all essential 
documents and records generated by the investigator/institu-
tion before, during and after the trial,” the guidance continues.

Section 8 of that guidance also details documents that need 
to be provided after completion of a clinical trial. These include 
all documents generated before and during conduct of the 
study. In addition, some specific documentation is required. 
This includes:

	● Investigational accountability report documenting that 
investigational products have been used according to the 
protocol;
	● Documentation of destruction of unused investigational 
product by sponsor or site;
	● Completed participant identification code list, maintained 
in a confidential manner, to enable identification of all 
enrolled participants in case follow-up is required;
	● Certification that a final audit was performed;
	● Final trial closeout monitoring report documenting that 
all closeout activities have been completed and copies of 
essential documents are stored appropriately;
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	● Treatment allocation and decoding documentation;
	● Final PI report to the IRB; and
	● The final clinical study report to document the results of 
the trial and interpretation of data.

Many sites maintain similar lists of documents that must 
be completed and prepared for storage at the end of a clini-
cal trial. For example, the UNC-Chapel Hill study closeout 
checklist emphasizes the importance of a written inventory of 
all documentation to be stored, including administrative and 
regulatory documentation, and a log linking participant names 
and ID numbers that also serves as the completed participant 
identification code list required by ICH GCP guidelines.

In addition, the inventory must include all study documents 
that have participant identification information, such as:

	● Informed consent documents;
	● HIPAA authorizations; 
	● Source documents not kept electronically; 
	● PI-signed CRFs if not maintained electronically in the 
sponsor database; 
	● Investigational product accountability records; 
	● Financial disclosures;
	● The final report/closeout letter from the PI to the IRB; 
and 
	● The study report and/or data received from the sponsor 
or CRO.

“Documents must be stored securely and with adequate 
protection of participant confidentiality for a period as speci-
fied in clinical trial agreement, funding agency requirement or 
university record retention schedule,” UNC-Chapel Hill notes 
in its checklist.

Unused investigational product: Handle with care

Some of that documentation must involve handling of investi-
gational product throughout the clinical trial, including through 
closeout, when unused product must be either destroyed at the 
research site or returned to the sponsor for destruction.

FDA regulations address this in two places. At 21 CFR 312.59, 
the regulations state that the sponsor must ensure that all 
unused investigational product from all sites is returned to the 
sponsor unless alternative disposition, such as disposal by the 
research pharmacy, is included in the research contract.

The second is 21 CFR 312.57, which covers the requirement for 
“adequate records showing the receipt, shipment or other dis-
position of the investigational drug,” including documentation 

of where, when and how unused supplies are destroyed. These 
records must include the name of the investigator to whom the 
drug is shipped and the date, quantity and batch or code mark 
of each shipment.

These requirements highlight the importance that regulators 
place on appropriate handling of any leftover investigational 
product, making this task a critical part of study closeout. The 
PI has primary responsibility for this activity, although the 
research pharmacist plays a major role as well. UNC-Chapel 
Hill describes four primary steps to dispose of investigational 
product:

	● Contact the research pharmacy to terminate the study;
	● Reconcile any discrepancies in the supply of 
investigational product; 
	● Destroy or return to the sponsor any remaining product, 
in accordance with sponsor instructions; and
	● Maintain all required documentation of these activities.

Sites must understand who has disposition authority over 
any unused investigational product and other supplies and 
equipment. This information must be included in the site 
closeout checklist, advises Sood.

It’s advisable to maintain a low supply inventory as the end 
of a clinical trial approaches, Sood adds. Certain supplies, such 
as lab kits, needles, gel packs or shipping boxes, may be donated 
or retained for future trials. But sites must destroy other items, 
such as medication wallet cards, waybills and prescription labels.

Communicate with participants

Not everything associated with the end of a clinical trial is 
paperwork-focused. PIs, along with other research physicians 
and nurses, may have participant-facing commitments as well, 
such as providing information about study results to partici-
pants or providing compensation for participation in the study 
as stipulated in the research plan.

Withdrawal of the investigative treatment must also be 
done in accordance with the protocol. Julia Lawton et al. in a 
2017 Trials article describe challenges that staff may face when 
participants have to terminate treatment that had provided 
benefits — expected and unexpected — to them during the 
clinical trial. A plan for managing anxiety and other emotion-
al reactions from participants as the end of a trial approaches 
may be necessary.13

During a trial in which insulin pump treatment was with-
drawn at the study’s conclusion, for instance, Lawton and his co-
authors write that the situation “forced staff to consider whether 
the consent participants had given at the outset remained valid; 
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Trial Closeout
continued from page 38



40 Research Practitioner  |  March-April 2023  |  Copyright © 2023 by WCG CenterWatch

it also presented them with a dilemma at closeout because many 
of those who had wanted to remain on a pump did not meet the 
clinical criteria required for post-trial funding.”

Conflicting pressures from ethical and funding considerations 
“resulted in staff decision-making varying across the sites,” which 
created further ethical concern among staff. More planning and 
advance discussion could have addressed that concern, the authors 
note.

While post-research care is not the site’s responsibility, research 
physicians, nurses and sometimes coordinators are responsible for 
explaining to participants what will happen after the trial con-
cludes. This can vary depending on the location of the site; different 
international regulations may apply to some sites but not others.

In the UK, National Health Service (NHS) guidelines on com-
munication with participants about post-study care reflect some 
common themes.14 For instance, the sponsor should have a plan for 
care after the study ends and explain that plan in the participant 
information sheet. It must be made clear to participants whether or 
not they will have continued access to beneficial treatment that they 
received during the study.

There may be instances in which continued treatment is 
recommended. The NHS suggests sponsors consider ongoing 
treatment if:

	● The treatment can reasonably be provided safely after the 
study;
	● A clinically important benefit is evident or reasonably 
expected;
	● The intervention is not available through standard 
treatment channels; and
	● Other treatment options for the patient are limited.

Sponsors are responsible for making logistical and financial 
arrangements for any treatment that continues beyond the 
clinical trial.

Attending to administrative tasks

Administrative tasks, such as invoicing and communication 
with departments outside the clinic, are another important 
step. It’s also one that can be confusing. Guidelines from Stan-
ford Medicine’s Research Management Group include explana-
tions of how some common issues should be handled.15

For instance, some activities have to wait until invoicing 
is complete. But it may be unclear whether payment must be 
received before closing the project task award (PTA) that cat-
egorizes spending by funding source, for example. At Stanford, 

the PTA closure moves forward while awaiting receipt of pay-
ment and prompts the research office’s collections department 
to pursue any hold-back payments.

On a related note, the protocol must remain open with the 
IRB as long as participants are active. However, the study 
account must only remain open to allow expenses to post or 
invoices to be processed. The IRB protocol does not need to be 
open for these activities to continue.

Additionally, the research team may still be doing data 
analysis after both the PTA and the IRB protocol have been 
closed. This is a normal occurrence and is allowed.

Sometimes, an individual site may complete its part in a clinical 
trial — meaning it has completed the final visit for the final par-
ticipant — but other sites in the trial may remain active. In many 
cases, the sponsor may keep the entire study open until all the 
sites complete their work, meaning it will not do the data lock un-
til all sites have finished their last participant visits. In these cases, 
the protocol must remain open with the early-finishing site’s IRB; 
it will remain so until the sponsor closes the entire clinical trial.

“Generally, IRB protocols remain open while investigators 
are still collecting or reviewing identifiable data,” the Stanford 
guidelines say. “Annual IRB renewal fees will continue to be 
charged until the Stanford protocol is closed.”

Final meetings and publication

All of this documentation and preparation must be in place for 
the final meeting between the site and the monitor and/or sponsor.

The purpose of the study closeout visit is to ensure that all study 
closure requirements have been met. This includes completion and 
organization of all reports to be submitted and documentation 
that will be retained. The visit is scheduled once no participants are 
receiving the investigational treatment and all data have been col-
lected. No adverse events, queries or data clarification forms may 
be outstanding. At this point, the study data has been “locked” and 
is ready for statistical analysis, the University of Mississippi Medi-
cal Center explains in its guidelines for the study closeout visit.16 

This visit also marks the monitor’s final visit to shut down the 
study at the site. The monitor will confirm that all tasks have been 
completed and that the documentation is organized, intact and 
slated for a storage plan that ensures it will be readily accessible as 
needed for future regulatory purposes. That means it’s important 
that all closeout tasks have been documented, with appropriate 
signatures by responsible parties, the University of Mississippi 
Medical Center explains.

The university’s guidelines cover topics such as data integ-
rity and query resolution, along with adherence to regulatory 
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requirements and disposition of study material. In other words, 
the meeting will act as an audit of the closeout process itself, as 
well as a final review of the clinical trial.

After all of these activities are complete, it’s time to share the re-
sults. Most regulators and researchers agree that clinical trial find-
ings should be made accessible in some way at the end of a study. 
Findings may be submitted for publication in a respected peer-
reviewed journal, for instance, the NHS notes in its guidelines.

Regulations covering publication can vary from one region to 
another. For instance, the UK’s Medicines and Healthcare prod-
ucts Regulatory Agency recommends that a summary of results 
from clinical trials of investigational medical products should be 
published within one year of the study’s end. This should be pub-
lished in the registry where the trial is registered.

In the U.S., the PI then must update information about the clini-
cal trial on ClinicalTrials.gov. All studies must be registered on this 
site before any results are published. The PI has sole responsibility 
to provide and maintain study-specific reports throughout and 
after a trial, Sood notes.

Investigators may keep data collected during a trial, including 
identifiable private data, if that is consistent with the IRB-approved 
research plan. They must continue to honor confidentiality obliga-
tions related to that data under HHS requirements.

Clinical trial management includes oversight of the study 
closeout process. Completing this process in an orderly manner 
and using carefully crafted checklists to guide and track progress 
can ensure that participant care, data integrity, correct reporting 
of results and supporting documentation are prioritized. At this 
point in the clinical trial process, sites must focus on ensuring that 
all participants’ documentation and data are complete. This, in 
turn, will support accurate analysis of all the data generated; that 
analysis will form the background of the final report created for 
the IRB and sponsor.

The quality, integrity and accuracy of that information is also 
critical to the sponsor’s pursuit of regulatory approval. Without 
careful attention to closeout procedures, this information could 
be put at risk. That makes it imperative that all site employees 
fully understand their roles as the clinical trial winds down to its 
conclusion.
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Privacy Challenges 

1. Which of the following groups 
has been the main impetus 
for new and updated privacy 
regulations and laws? 
a. Lawyers.
b. Politicians. 
c. Consumers.
d. Researchers.

2. Which of the following 
statements is true?
a. Medical data has been largely 

untracked and under-analyzed.
b. Tools such as artificial 

intelligence have helped 
improve data security. 

c. Privacy rules reduce validation 
and trust in the benefits of 
research.

d. Research teams trained on 
HIPAA are likely current with 
other privacy rules. 
 
 
 
 

3. Which of the following should 
be included in a personal health 
information disclosure notice? 
a. Patient identities will not be 

made public.
b. Patients’ health information 

will never be disclosed.
c. Patients can access their PHI 

while the study is ongoing.  
d. Patient data will not be used to 

assess research feasibility.

4. Which of the following data 
points are covered under the 
EU’s General Data Protection 
Regulation (GDPR)?
a. Clinical information.
b. Ethnicity information. 
c. Demographic information.
d. All of the above.

5. True or false: Pseudonymized 
data is exempted from GDPR.
a. True.
b. False. 

6. Most new and forthcoming state 
laws include exemptions for 
which of the following?
a. Nonprofit hospitals and health 

systems. 
b. For-profit hospitals and health 

systems.
c. HIPAA-compliant research 

data. 
d. GDPR-compliant research 

data.  
 
 
 
 
 
 

7. Which of the following statements 
about new and emerging state 
privacy laws is true?
a. They are not specific to 

healthcare.
b. They extend additional rights 

to consumers.
c. They may require updated 

vendor contracts.
d. All of the above.

8. Which of the following problems 
could a national system for 
consumer data privacy protection 
solve? 
a. A lack of consistency among 

different state laws.
b. A lack of state oversight for 

HIPAA violations. 
c. A lack of caution about privacy 

in some states.
d. A lack of protection for 

nonprofit researchers. 

9. Which three concepts can help 
sites comply with a variety of 
applicable regulations?
a. State, federal and international.
b. Public interest, contracts and 

choice.
c. Consent, notice and choice.
d. Rights, responsibilities and roles.

10. Which of the following can 
ensure compliance with 
technology-focused privacy laws? 
a. Enabling global privacy 

preference settings.
b. Removing cookies and online 

advertising. 
c. Anonymizing cookies and 

online advertising.
d. Creating two-step 

authentication rules. 
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If you need more information on how to sign into the 
website, go to https://www.centerwatch.com/
research-practitioner-login-instructions. 

Exams can be taken at any time for up to 13 months 
after their issue date. Partial credits will not be awarded. 
Once an exam is successfully completed, a certificate of 
credits awarded will be available to view, print and save.
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Trial Closeout

11. Which of the following best 
completes this sentence: The 
study closeout process is intended 
to ensure … 
a. That trial activities are 

reconciled, recorded and 
reported.

b. That trial activities are 
documented, analyzed and 
publicized. 

c. That trial activities did 
not violate patient privacy 
regulations. 

d. That the investigational 
product is ready for marketing. 

12. Which of the following is a 
benefit of a well-thought-out trial 
closeout process?
a. It prevents regulatory agency 

audits and penalties. 
b. It facilitates peer-reviewed 

journal publication. 
c. It helps ensure study data will 

benefit future research. 
d. None of the above.

13. Which of the following is an 
example of a key study closeout 
task?
a. A review of the sponsor 

contract.
b. A review of patient outcomes.
c. A review of patient eligibility. 
d. A review of project 

documentation. 
 
 
 
 
 
 
 
 
 
 
 
 

14. Which of the following tasks are 
most likely to be assigned to the 
study coordinator?
a. Ensuring critical reports are 

destroyed.
b. Ensuring critical reports are 

completed. 
c. Ensuring all data is accurate 

and stored. 
d. Ensuring all vendors have been 

paid. 

15. Which of the following is 
an example of an important 
principal investigator 
responsibility? 
a. Conducting a final statistical 

analysis of all the data.
b. Hypothesizing the efficacy of 

an investigational product.
c. Ensuring all partners and 

vendors have been paid.
d. Working with the media to 

accurately report results. 

16. Which of the following are 
methods for conducting 
statistical analysis of study data? 
a. Analysis of variance.
b. Multivariate analysis of 

variance.
c. Multivariate analysis of 

covariance.
d. All of the above.

17. Which of the following 
statements is true? 
a. Investigators should retain 

multiple copies of records.
b. Investigators who leave an 

institution should take copies 
of records with them.

c. Institutions should archive key 
study documents in an off-site 
location.

d. The sponsor should have 
exclusive control of research 
data.  
 

18. What should investigators do 
with unused investigational 
product at the end of a trial? 
a. Return it to the pharmacy to 

distribute to patients. 
b. Destroy it or return it to the 

sponsor to destroy. 
c. Destroy investigational 

product and related 
paperwork.

d. Keep investigational product 
and related paperwork. 

19. Which of the following is a 
patient-focused responsibility 
of the research team after a trial 
ends?
a. Provide post-trial patient 

care, including prescriptions, 
screenings and lab tests. 

b. Ensure patients have continued 
access to drugs or treatment 
they received during the study. 

c. Explain to participants what 
will happen after the trial 
concludes.

d. Explain the initial findings of 
the study based on research 
trial data. 

20. What is the purpose of a closeout 
visit? 
a. To ensure closeout 

requirements have been met 
and all tasks are documented. 

b. To make sure that clinical trial 
findings are available at the 
end of the research study.

c. To update information 
about the clinical trial on 
ClinicalTrials.gov.

d. All of the above.
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